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Presenter
Presentation Notes
Welcome. Let’s talk about dark nets. This talk is the result of a few years of creating, working with, building, investigating, and breaking various dark nets.



The classic dark net

Presenter
Presentation Notes
There are two kinds of darknets. The traditional unlit fiber, unassigned IP netblocks, and other nets tied to physical cables. The other darknet is generally accepted to mean anonymous peer to peer highly encrypted overlay networks on top of the normal Internet. This is a map of the clear Internet. We’ll see a map of the dark nets in a bit.Source: https://upload.wikimedia.org/wikipedia/commons/d/d2/Internet_map_1024.jpg
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Let’s go down the rabbit hole. Why is it always dark in these analogies? Because very little good happens on any dark net. Let’s start off with traditional dark nets.Source: https://unsplash.com/search/dark?photo=HauxSOFvh6k



Fiber in the street
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Presentation Notes
This is what fiber looks like in the street.  The challenge is finding which is live and which is “dark”. This is where your term “dark net” originates, from unlit fiber waiting for the light to become usable. The term dark net also covers unassigned IP net blocks. Back in the day, this was a reality in IPv4 address space. Today, if there’s unused IPv4 address space, you’re doing something not quite right. IPv6 however is a completely different topic. Source: http://sma-norge.no/wp-content/uploads/2015/12/Fibre-optic_cable_in_a_Telstra_pit.jpg
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Presentation Notes
Here’s an example of attacks on the non dark net. In fact, these are so common there’s no point in even covering them. This is the mirai botnet attacks. Source: Twitter. 
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Notice how in 2016, the command line and unix shell is still one of the most powerful and quickest ways to parse vast amounts of data.
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900 packets per second

Presenter
Presentation Notes
I ran a tcpdump on our dark net data stream for 9000 seconds. It generates a multi-terabyte file which most pcap analysis tools fail to work with. This is an i/o graph of the traffic recorded. In fact, it’s about half of it due to dropped packets and the kernel unable to keep up with the traffic. What we see here is an average of 900 packets per second (possibly up to 1800 packets per second) of traffic traversing the interface. The source of this data is sensors in dark places (unlit fiber, unrouted BGP netblocks, etc) and sinkholes collecting it all feeding it to us at Farsight. 



Telnet/Mirai Probes
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This is two minutes of the traffic from the recording. As you can see, it’s mostly telnet probes likely tied to one of the mirai botnets out there. There are some other probes as well. Here’s just a sample of the IPv6 and IPv4 UDP traffic seen in that 9000 second capture of dark net traffic. This list of seen protocols continues for 8 pages. When looking at the packets, they mostly seem like handshakes or probes to see what, if anything, responds.
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This is a tree map of the source country as seen in the sampled data from Farsight’s darknet data stream. In 9000 seconds, this is how many connections were seen in the capture. It represents ipv4 and ipv6 both tcp, udp, and other. 



Presenter
Presentation Notes
However, some are interested in traditional darknets. The press and media have driven up the interest in the underground for the underground, aka the dark net. The dark net is going to kill us all. The dark net is going to save us all. The dark net is a huge black cancer covering the internet. WTF is the dark net? And how big is it?



The DarkNet
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Here’s the obligatory iceberg picture to represent the dark net. The analogy being that the darknet is so large and vast and below the surface it’s just immense. Also pictures is the required person in a hoodie with some matrix-style bits floating about. Source: http://www.batblue.com/wp-content/uploads/2015/09/Darknet-Title-page.png



Surface Web
(4% of  WWW content)

Deep Web
(96% of  WWW content)
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Let’s not confuse it with the deep web, which is also pictured as an iceberg. The deep web is anything behind a firewall, authentication wall, or otherwise something a search engine cannot crawl. This hopefully includes sites like your bank account, email, intranet, personal computers, phones, etc. Source: http://labs.sogeti.com/wp-content/uploads/2013/09/deep.png



Surface Web. 315 million 
domain names.

232 and 2128 IP address 
space.

Dark Net
Tor is 280 address space.
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From a sizing perspective, the vast majority of sites are still in Internet address space. With 315 million domain names, 4 billion IPv4 addresses, and 2^128 IPv6 addresses, we have a lot of room to grow. Tor, for example, is a theoretical 80-bit address space (2^80), which while large on paper, is barely used in reality.Source: http://labs.sogeti.com/wp-content/uploads/2013/09/deep.png



Many crypto. So anon.
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Here are a few of these overlay darknets. Perfect Dark. Freenet. Tor. I2P. This is by no means all of them, but these are some of the more popular overlay darknets. They all have varying degrees of encryption, distributed directories, and privacy properties. They are also used for different reasons.Source: Laxdaela Technology, https://www.laxdaela.is/



Many Darknet. 
So Confuse…

Tor Tribler
I2P GNUNet

Freenet OneSwarm
Gigatribes ZeroNet
RetroShare Syndie
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There is not one dark net. There are many overlay dark nets. Here are some of the more popular in use today. I'll say a brief word on each.Source: Laxdaela Technology, https://www.laxdaela.is/
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So, what’s on these dark nets? Tor is the most studied of them all. It’s also recently received the most attention as “the dark net”, due to Silk Road.  Remember when bitcoins where that cheap? Or given today’s BTC/USD exchange rate, that’s some seriously expensive product.Source: https://d1qzzfctbfyh6r.cloudfront.net/content-images/contentimage/120742/NEW%20SILK%20ROAD%20Drugs.jpg
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Popularity of No-longer Existent HSes

HS Address Requests/Day Days Observed Description

177ukkijtdca2tsy 679,470 9 Botnet Sefnit

7sc6xyn3rrxtknu6 525,930 11 Botnet Sefnit

pomyeasfnmtn544p 514,766 10 Botnet Sefnit

ceif2rmdoput3wjh 247,296 6 Botnet Sefnit

censored 6,603 10 Child Abuse

Source: Global Commission on Internet Governance, The Tor Dark Net, September 2015

Presenter
Presentation Notes
Speaking of studies, here’s a 2015 study which cataloged onion requests. The challenge with onions is they come and go quickly.Source: https://www.cigionline.org/sites/default/files/no20_0.pdf Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Non-sequential Snapshot of Popular HSes

HS Address Requests/Day Days Observed Description

Censored 168,152 12 Child Abuse

silkroad6ownowfk 8,067 11 Silk Road

agorabasakxmewww 3,035 8 Agora

k5zq47j6wd3wdvjq 2,589 5 Evolution

xmh57jrzrnw6insl 1,341 7 Torch

3g2upl4pq6kufc4m 1,223 4 DuckDuckGo

wikitjerrta4ggz4 555 12 HiddenWiki

mail2tor2zyjdctd 266 8 Mail
Source: Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Presentation Notes
Over the lifetime of the research, these were the top requests for onion sites.Source: https://www.cigionline.org/sites/default/files/no20_0.pdf Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Hidden Service Open Ports

Source: “Content and popularity analysis of Tor hidden services”, November 2014
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A 2014 study found number of onions by protocol availability. Skynet is a botnet. The thing to notice about this is how we’re still talking less than 15,000 observed onions. This is dwarfed by the Clearnet 315 million domains.Source: “Content and popularity analysis of Tor hidden services”, November 2014, https://arxiv.org/pdf/1308.6768.pdf
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What’s the relevance of this data?

Actual usage vs possible usage

Actual size of the darknet is tiny 

Botnets love the darknet
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Getting into the tools and techniques, let’s say you want to be a dark net kingpin and make billions of dollars on the darknet. Step 1, find a product. Let’s sell grilled cheese sandwiches. Silk Road doesn’t exist anymore, but there are about 30 other active markets still going today.
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You envision yourself as the kingpin of a huge crime family, in the model of the god father. Luxury life, fancy cars, stylish clothes, global travel.From http://www.dhakalawreview.org/wp-content/uploads/2016/09/brando-godfather-e1441810531302.jpg
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The reality is more like these two guys. These real 'War Dogs': David Packouz (left) and Efraim Diveroli at a gun range near Miami. A romanticized version of their story was portrayed in the move War Dogs released in 2016.Source: http://www.rollingstone.com/politics/news/the-stoner-arms-dealers-20110316
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The next step is to figure out the trafficking routes. Lucky for us, there is no established grilled cheese distribution network, so we get to forge ahead and keep all of our profits. No need for middlemen, unless we want to pick up some side products along the way, like firearms, illicit drugs, human slaves, wildlife parts, etc.Source: https://mrtylerslessons.files.wordpress.com/2014/04/flow-of-transnational-organized-crime.jpg
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The next challenge is how to get money flowing through our accounts. Luckily, this is a well-paved pathway. Lots of proxy companies around the world, known as “shelf companies” are awaiting a small investment to get started. We can then open bank accounts and start laundering money to our end companies, Grilled Cheese Plc, which we control.Source: http://www.icfj.org/sites/default/files/OCCRP1.jpg
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As we build out our distribution networks, we’ll need to think about the organization structure. Much like the god father movie, most imagine a clear structure based on the classic Italian mafia.Source: https://it.wikipedia.org/wiki/Criminalit%C3%A0_organizzata
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The reality however is much different. The hybrid, complex model of control, people, mules, bosses, underbosses, leaders, and such is modeled more after a successful corporation than not. 
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As we start to grow, we branch into new products, which means expanding the organization and working with more partners. The roles become more limited and defined. The stack or where you fit into the organization is growing and our role may be more limited throughout. Where we interface between organizations is increasingly complex.Source: https://www.europol.europa.eu/iocta/2014/Images/iOCTA_infographic_3-4_paymentfraud4.jpg
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One of the products we sell is remote administration tools. These are tools which allow complete control over infected computers. Here’s one which relies upon Tor and onions for communications and to host the control panel of all the infected computers.Source: https://www.deepdotweb.com/wp-content/uploads/2014/05/2b.png
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So we buy some code to create a botnet. Let’s mine bitcoins with it while we’re at it. This is the bitcoin mining control panel of a botnet. Rainbow Dash is the best, so says the author.Source: Laxdaela Technology, https://www.laxdaela.is/



Source:  Owl Cybersecurity
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Let’s talk about what else is out there. Here’s a select credit card dump with name and addresses.Source:  Owl Cyber, http://www.owlcyber.com



Source:  Owl Cybersecurity
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Here’s the metadata for that server. Take note of the Server: and X-Powered-By: fields.Source:  Owl Cyber, http://www.owlcyber.com



X-Powered-By: PHP/5.5.9-1ubuntu4.5

Released 2014-10-29 

https://launchpad.net/ubuntu/+source/php5/ versus

https://launchpad.net/ubuntu/+source/php5/5.5.9+dfsg-1ubuntu4.20

15 CVE’s behind current version.

Interesting Metadata

Presenter
Presentation Notes
Some interesting bits about that server and included apps running inside it.

https://launchpad.net/ubuntu/+source/php5/
https://launchpad.net/ubuntu/+source/php5/5.5.9+dfsg-1ubuntu4.20
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So we know it’s running old Ubuntu and php. How about the webserver?Source: https://exploits.shodan.io/?q=lighttpd%2F1.4.33



Top Countries

United States 24

Germany 4

Colombia 3

China 3

Ireland 2
Source: https://exploits.shodan.io/?q=lighttpd%2F1.4.33
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Shodan.io says that combination exists for about 36 servers on the open internet. Just saying.Source: https://www.shodan.io/search?query=lighttpd%2F1.4.33
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Your customers, your clients, possibly even your information is out there, collated, collected, bought, packaged, and sold.Source: Laxdaela Technology, https://www.laxdaela.is/
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Here’s what child abusers suggest each other use.Source: Laxdaela Technology, https://www.laxdaela.is/
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Since 2014, I’ve crawled over 114,000 onion, i2p, and zeronet sites. Here’s the structure of one of the I2P sites. What’s interesting is what links to what, although the picture is pretty.Source: Laxdaela Technology, https://www.laxdaela.is/
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Here’s what one onion site looked like in February 2016. It links to/from other onion sites and Clearnet sites.Source: Laxdaela Technology, https://www.laxdaela.is/
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Here’s the same site in July 2016, five months later. More links, more connections to/from the Clearnet.Source: Laxdaela Technology, https://www.laxdaela.is/
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Here’s a minimum spanning tree undirected graph of dark net sites on tor, i2p, and zeronet. This represents a universe of around 50,000 sites. The site names have been removed for clarity. Around 761 million edges, 21 million pages crawled, and 50,000 unique “top level domains” like .onion, .i2p, and .bit.Source: Laxdaela Technology, https://www.laxdaela.is/
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This is the inner cluster of the previous graph, showing how many sites cluster around one another, and cross link between one another.Source: Laxdaela Technology, https://www.laxdaela.is/
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Summary

Need to be aware of both darknets

Old darknet is still very active and as dangerous as ever

New darknet is tiny and the source of many emerging dangers
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Any Questions? 
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Thank you!
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