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Presenter
Presentation Notes
Welcome. Let’s talk about dark nets. This talk is the result of a few years of creating, working with, building, investigating, and breaking various dark nets.




Presenter
Presentation Notes
There are two kinds of darknets. The traditional unlit fiber, unassigned IP netblocks, and other nets tied to physical cables. The other darknet is generally accepted to mean anonymous peer to peer highly encrypted overlay networks on top of the normal Internet. This is a map of the clear Internet. We’ll see a map of the dark nets in a bit.

Source: https://upload.wikimedia.org/wikipedia/commons/d/d2/Internet_map_1024.jpg
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Presentation Notes
Let’s go down the rabbit hole. Why is it always dark in these analogies? Because very little good happens on any dark net. Let’s start off with traditional dark nets.

Source: https://unsplash.com/search/dark?photo=HauxSOFvh6k
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This is what fiber looks like in the street.  The challenge is finding which is live and which is “dark”. This is where your term “dark net” originates, from unlit fiber waiting for the light to become usable. The term dark net also covers unassigned IP net blocks. Back in the day, this was a reality in IPv4 address space. Today, if there’s unused IPv4 address space, you’re doing something not quite right. IPv6 however is a completely different topic. 

Source: http://sma-norge.no/wp-content/uploads/2015/12/Fibre-optic_cable_in_a_Telstra_pit.jpg
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Last days, we got lot of huge DDoS. Here, the
list of "bigger that 100Gbps" only. You can see
the

simultaneous DDoS are close to 1Thps !

log /home/vac/logs/vac.log-last | egrep "pps\|eceecaiinnnss
bps" | awk '{print $1,%2,33,36}' | sed "s/ /|/g" | cut -

1,2,3,7,8,10,11 —d '|' | sed "S/ieciinnns bps/Gbps/" | sed
L R pps/Mpps/" | cut -f 2,3,4,5,6,7 -d ":" | sort | g
rep "gone" | sed "s/fgonel|//"

Sep|18|10:49:12|tcp_ack|2@Mpps |232Gbps
Sep|18|1@:58:32|tcp_ack|15Mpps|173Gbps
Sep|18|11:17:82|tcp_ack|19Mpps |224Gbps
Sep|18|11:44:17|tcp_ack|19Mpps|227Gbps
Sep|18|19:85:47|tcp_ack|66Mpps |735Gbps
Sep|18|20:49:27 |tcp_ack|81Mpps |368Gbps
Sep|18|22:43:32|tcp_ack|11Mpps |136Gbps
Sep|18|22:44:17|tcp_ack|3BMpps |442Gbps
Sep|19|1@:13:57 |tcp_ack|1@Mpps |117Gbps
Sep|19|11:53:57|tcp_ack|13Mpps|159Gbps
Sep|19|11:54:42|tcp_ack|52Mpps |607Gbps
Sep|19|22:51:57|tcp_ack|1@Mpps|115Gbps
Sep|2@|@1:48:082|tcp_ack|22Mpps |181Gbps
Sep|20|@1:48:47|tcp_ack|93Mpps | 799Cbps
Sep|2@|@1:50:87|tcp_ack|1l4Mpps |124Gbps
Sep|2@|@1:58:32|tcp_ack|72Mpps |615Gbps
Sep|2@|@3:12:12|tcp_ack|49Mpps |419Gbps
Sep|2@|11:57:87|tcp_ack|15Mpps|178Gbps
Sep|2@|11:58:82|tcp_ack|6@Mpps |698Gbps
Sep|2@|12:31:12|tcp_ack|17Mpps|201Gbps
Sep|2@|12:32:22|tcp_ack|5@Mpps |5B7Gbps
Sep|2@|12:47:02|tcp_ack|1B8Mpps|218Gbps
Sep|2@|12:48:17|tcp_ack|49Mpps |572Gbps
Sep|21|@5:89:42|tcp_ack|32Mpps | 144Gbps
Sep|21|20:21:37|tcp_ack|22Mpps |122Gbps
Sep|22|@0:5@:57 |tcp_ack|1lBMpps|191Gbps
You have new mail in fvar/mail/root

713 553 B2z AHEHEGE

10:37 PM - 21 Sep 201

o) Octave Klaba [ Oles - olesovhcom - Sep 23
- This botnet with 145607 cameras/dvr (1-30Mbps per IP) is able to send
“. =1 5Tbps DDoS. Type: tcpfack, tcp/ack+psh, tcpl/syn.
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Here’s an example of attacks on the non dark net. In fact, these are so common there’s no point in even covering them. This is the mirai botnet attacks. 

Source: Twitter. 


log /home/vac/logs/vac. log-last |
| awk '{primt $1,%2,%3,%6}"

i,2,3,7,8,18,11 —d "|°
pps/Mpps/"

bpS”

rep "gone"
Sep|l8|1a@:
Sep|l18|1@:
Sep|18|11:
Sep|18|11:
Sep|18|19:
Sep| 18| 2@:
Sep|l8|22:
Sep|l8|22:
Sep|19|1@:
Sep|15]11:
Sep|19)11:
Sep|19|22:
Sep|2@|@1:
Sep|2@|@1:
Sep|Z@|@1:

40:
SB:
17:
443
B5:
49:

43
44
13

53:
54:
51:
4@:
4@:
58:

Bgrep
| sed "sf

sed "s/gone|//"

12 |tcp_ack|28Mpps | 232Gbps
32| tcp_ack|15Mpps | 173Gbps
B2 |tcp_ack|18Mpps | 224Gbps
17| tcp_ack|189Mpps | 227Gbps
47 |tcp_ack|66Mpps | T35Gbps
27 |tcp_ack|B8lMpps | 36BGbps

132 |tcp_ack|11Mpps | 136Gbps
:17 | tcp_ack|38Mpps |44 2Gbps
:57 | tecp_ack | 18Mpps | 117Gbps

57| tcp_ack|13Mpps | 158Gbps
42 |tcp_ack|52Mpps |6B7Gbps
57| tcp_ack|18Mpps | 115Gbps
B2 |tcp_ack|22Mpps | 191Gbps
47 |tcp_ack|93Mpps | 798Gbps
87 |tcp_ack|l4Mpps | 124Gbps

| SEEI “5.". .llrlu"rg“
bps/Gbps /"
| cut —f 2,3,4,5,68,7 —d ":i"

| sort | a
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Presentation Notes
Notice how in 2016, the command line and unix shell is still one of the most powerful and quickest ways to parse vast amounts of data.


900 packets per second
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I ran a tcpdump on our dark net data stream for 9000 seconds. It generates a multi-terabyte file which most pcap analysis tools fail to work with. This is an i/o graph of the traffic recorded. In fact, it’s about half of it due to dropped packets and the kernel unable to keep up with the traffic. What we see here is an average of 900 packets per second (possibly up to 1800 packets per second) of traffic traversing the interface. The source of this data is sensors in dark places (unlit fiber, unrouted BGP netblocks, etc) and sinkholes collecting it all feeding it to us at Farsight. 
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59.60.31.217.43527 » 284.7.69.194.s50cks: Flags [S], seq 23280892157, win 1824, length @
187-75-229-41.dsl.telesp.net.br.15802 » 154.36.171.98.6789: Flags [S], seq 25860894434, win 5848, length @

171.234.204.178.12061 > 204.7.252.132.telnet: Flags [S], seq 3423075460, win 53651, options [mss 1448], length @
218.19.151.2689.568351 » 287.60.134.88.telnet: Flags [S], seq 1929643311, win 5448, options [mss 136@,sackOK,TS val 314719626 ecr 8,nop,wscale 2], length @
bl48cd74.virtua.com.br.18569 > 199.98.56.188.telnet: Flags [S], seq 3889@, win 146008, length @

128.132.51.287.57603 » 128.145.94.32.http-alt: Flags [S], seq 2078144182, win 65535, length @

59.29.126.135.53553 > 143.2408.188.187.telnet: Flags [S], seq 80084992, win 14680, length @

228-133-165-2083 .HINET-IP.hinet.net.17512 > 284.6.38.75.telnet: Flags [S], seq 3422955883, win 19226, length @

163.53.287.132.15753 » 128.145.17.112.6789: Flags [S], seq 21569908832, win 5848, options [mss 1468], length @
blc2a7c3.virtua.com.br.25873 > 154.36.251.89.telnet: Flags [S], seq 2751463424, win 14608, length @
211-75-155-189 . HIMET-IP.hinet.net.23873 > 286.85.122.93.telnet: Flags [S5], seq 3461788381, win 48629, length @
static.res.bb.93157192244 .dslon.ws.12184 > 154.36.148.57.telnet: Flags [S], seq 2586088585, win 8691, options [mss 1452], length @
researchscan392.eecs.umich.edu.44975 » 154.36.49.119.ftp: Flags [S], seq 3378586162, win 65535, length @
122-116-189-95 . HINET-IP.hinet.net.12186 » 148.254.185.185.telnet: Flags [5], seq 1716781856, win 14688, length 8
119.99.208.6.56485 > 136.161.176.11.telnet: Flags [S], seq 8498, win 14688, length @

88.ppp-dhcp.logic.bm.38288 > 284.7.281.216.telnet: Flags [S], seq 5821@, win 14608, length @
219-85-61-196-ads1l-TPE.STATIC.so-net.net.tw.28988 > 284.7.177.231.telnet: Flags [S5], seq 3423856359, win 17388, length @
118.117.156.148,58523 > 128.145.52.209.telnet: Flags [S], seq 2156999889, win 4467, length 8

114-35-56-24 . HINET-IP.hinet.net.65468 > www.primecard.com.telnet: Flags [5], seq 3518463845, win 34764, length @

122-117-86-17 .HINET-IP.hinet.net.11557 > 136.161.96.78.telnet: Flags [S], seq 2292277326, win 5728, length 8
199-162-85-119-1zv.broadband.kyivstar.net.25555 » 284.6.52.86.telnet: Flags [S], seq 3422958678, win 45849, length 8

wiw . telnetscanproject.org.38126 > 154.36.11.84.48282: Flags [S], seq 3863422755, win 65535, length @
ads1-188-158-48-187.sabanet.ir.58731 » 204.7.158.127.7547: Flags [S], seq 3423651391, win 5848, length @

228-134-254-179 ,HINET-IP.hinet.net.52831 > 284.7.54.247.telnet: Flags [S], seq 3423024887, win 50945, length @
222.104.240.1498.44176 > 206.84.178.158.1908: UDP, length 94

218-161-93-132.HINET-IP.hinet.net.59551 > 149.67.139.247.telnet: Flags [S], seq 866813696, win 14688, length @
176-8-98-128-rov.broadband. kyivstar.net.34982 » 287.68.27.252.telnet: Flags [S], seq 3476823836, win 27082, length B
88.247.126.157.dynamic.ttnet.com.tr.51608 » 286.85.126.19@.telnet: Flags [S], seq 3189637128, win 14608, length @
37-229-25-18-dne.broadband. kyivstar.net.60182 > 284.7.31.91.telnet: Flags [S], seq 3423018843, win 56896, length @
116.168.47.199.46597 » 154.36.128.17.telnet: Flags [S], seq 28889625608, win 14608, options [mss 1452], length @
175-182-238-91.adsl.dynamic.seed.net.tw.50836 > 199.98.9.85.microsoft-ds: Flags [S], seq 1608674812, win 16384, options [mss 1448,nop,wscale @,nop,nop,sack

122-117-66-238.HINET-IP.hinet.net.13689 > 149.67.231.86.telnet: Flags [S], seq 2584255318, win 19495, length @
static.vnpt.vn.21216 » 286.84.73.283.telnet: Flags [S], seq 4145741824, win 14608, options [mss 1452], length ©
124.167.103.161.pldt.net.58689 > 2086.85.98.192.telnet: Flags [S], seq 35490818782, win 5888, options [mss 1452,sackOK,TS wal 3565279 ecr 8,nop,wscale 2], le

114-33-230-171.HIMNET-IP.hinet.net.5084 > 143.248.39.118.telnet: Flags [S5], seq 2414888622, win 35894, length @
176-8-188-93-rmn.broadband. kyivstar.net.13985 > 287.60.184.76.telnet: Flags [S], seq 3476863852, win 58879, length @
111.225.118.44.24736 » 149.67.69.131.telnet: Flags [S], seq 1258677456, win 14528, options [mss 1452,s5ackOK,TS val 46691432 ecr 8,nop,wscale 4], length @
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This is two minutes of the traffic from the recording. As you can see, it’s mostly telnet probes likely tied to one of the mirai botnets out there. There are some other probes as well. Here’s just a sample of the IPv6 and IPv4 UDP traffic seen in that 9000 second capture of dark net traffic. This list of seen protocols continues for 8 pages. When looking at the packets, they mostly seem like handshakes or probes to see what, if anything, responds.



Source Country in Farsight Darknet Data Stream Sample

ML, 465916

IN, 82235
, 16174 .15729  BG, 13393 -
= -

115941

IT, 18220

IR, 17974 5E, -

TR, 61512 1?075 -_-
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This is a tree map of the source country as seen in the sampled data from Farsight’s darknet data stream. In 9000 seconds, this is how many connections were seen in the capture. It represents ipv4 and ipv6 both tcp, udp, and other. 
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All News Videos Images Books Mare
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However, some are interested in traditional darknets. The press and media have driven up the interest in the underground for the underground, aka the dark net. The dark net is going to kill us all. The dark net is going to save us all. The dark net is a huge black cancer covering the internet. WTF is the dark net? And how big is it?
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Here’s the obligatory iceberg picture to represent the dark net. The analogy being that the darknet is so large and vast and below the surface it’s just immense. Also pictures is the required person in a hoodie with some matrix-style bits floating about. 

Source: http://www.batblue.com/wp-content/uploads/2015/09/Darknet-Title-page.png


Surface Web |
(4% of WWW content)

Deep Web
(96% of WWW content)
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Let’s not confuse it with the deep web, which is also pictured as an iceberg. The deep web is anything behind a firewall, authentication wall, or otherwise something a search engine cannot crawl. This hopefully includes sites like your bank account, email, intranet, personal computers, phones, etc. 

Source: http://labs.sogeti.com/wp-content/uploads/2013/09/deep.png
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From a sizing perspective, the vast majority of sites are still in Internet address space. With 315 million domain names, 4 billion IPv4 addresses, and 2^128 IPv6 addresses, we have a lot of room to grow. Tor, for example, is a theoretical 80-bit address space (2^80), which while large on paper, is barely used in reality.

Source: http://labs.sogeti.com/wp-content/uploads/2013/09/deep.png
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Here are a few of these overlay darknets. Perfect Dark. Freenet. Tor. I2P. This is by no means all of them, but these are some of the more popular overlay darknets. They all have varying degrees of encryption, distributed directories, and privacy properties. They are also used for different reasons.

Source: Laxdaela Technology, https://www.laxdaela.is/


Many Darknet.
So Confuse...

Tor Tribler
12P GNUNet
Freenet OneSwar
Gigatribes Ze
\\ Retr/oShare


Presenter
Presentation Notes
There is not one dark net. There are many overlay dark nets. Here are some of the more popular in use today. I'll say a brief word on each.

Source: Laxdaela Technology, https://www.laxdaela.is/


S i I k Roa d messages 0 | orders 0 | account B0.0O the Dread Pirate Roberis *

anonymous market Search Go i F\0
settings - logout

Drugs 229
Cannabis 24 browsing drugs
Dissociatives 4
Ecstasy 30 item vendor price
Opioids 5
Other 15
Precursors 1
Prescription 39
Psychedelics 54
Stimulants 17
Apparel 18
Arto
Biotic materials 0
Books 11
Collectibles 0
Computer equipment 2
Custom Orders 0
Digital goods 3
Drug paraphernalia 5
Electronics 0
Eraotica o
Fargeries 15
Hardware 0
Herbs & Supplements 0
Jewelry 0
Lab Supplies 1
Lotteries & games 5
Medical 0
Money 3

1g DMT Freebase ringo

deathstarr B0.35672880 add to cart

79 (1/40z) P.Cubensis Powder magicted B0.16030500 add to cart

FREE 25i-NBOMe 1mg blotter sample
FREE eternalpsy B0.00000000 add to cart
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So, what’s on these dark nets? Tor is the most studied of them all. It’s also recently received the most attention as “the dark net”, due to Silk Road.  Remember when bitcoins where that cheap? Or given today’s BTC/USD exchange rate, that’s some seriously expensive product.


Source: https://d1qzzfctbfyh6r.cloudfront.net/content-images/contentimage/120742/NEW%20SILK%20ROAD%20Drugs.jpg


O
Popularity of No-longer Existent HSes

HS Address Requests/Day Days Observed Description
177ukkijtdca2tsy 679,470 9 Botnet Sefnit
7scbxyn3rrxtknu6 525,930 11 Botnet Sefnit
pomyeasfnrmtn544p 514,766 10 Botnet Sefnit
ceif2rmdoput3wjh 247,296 6 Botnet Sefnit
censored 6,603 10 Child Abuse

Source: Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Speaking of studies, here’s a 2015 study which cataloged onion requests. The challenge with onions is they come and go quickly.

Source: https://www.cigionline.org/sites/default/files/no20_0.pdf Global Commission on Internet Governance, The Tor Dark Net, September 2015


Non-sequential Snapshot of Popular HSes

HS Address Requests/Day
Censored 168,152
silkroad6ownowfk 8,067
agorabasakxmewww 3,035
k5zg47j6wd3wdvijq 2,589

xmh57jrzrnwéinsl 1,341
3g2upl4pgbkufcdm 1,223
wikitjerrtadggz4 555
mail2tor2zyjdctd 266

Days Observed
12

11

8

5

4
12
8

Description
Child Abuse
Silk Road
Agora
Evolution
Torch
DuckDuckGo
HiddenWiki
Mail

Source: Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Over the lifetime of the research, these were the top requests for onion sites.

Source: https://www.cigionline.org/sites/default/files/no20_0.pdf Global Commission on Internet Governance, The Tor Dark Net, September 2015



Hidden Service Open Ports

' ' ' 13,854

55080-Skynet
T —

80-http |——— 4 (027
443-https |wem 1 366
22-ssh |wessm { 238
1009-TorChat |m 385
4050 138
6667-irc 1113
Othero w336

0 3500 7000 10500 14000

Source: “Content and popularity analysis of Tor hidden services”, November 2014
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A 2014 study found number of onions by protocol availability. Skynet is a botnet. The thing to notice about this is how we’re still talking less than 15,000 observed onions. This is dwarfed by the Clearnet 315 million domains.

Source: “Content and popularity analysis of Tor hidden services”, November 2014, https://arxiv.org/pdf/1308.6768.pdf



What’s the relevance of this data?

® Actual usage vs possible usage
® Actual size of the darknet is tiny

® Botnets love the darknet

FI<RSIGHT
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Si Ik Road messages 0 orders 0 account $0.0000

anonymous market Search

Shop by Category

Grilled Cheese Sandwich
B0.0534 addtocart

seller: Z1Supplies(91)
ships from: United States of America

ships to: USA and Canada
category: Food

bookmark this item

postage options:
| Priority ($0.0387) L&

report this item

Description
Grilled Cheese Sandwich. Tomato soup not included. Some assembly required.

the Dread Pirate Roberis ; k

Hi, hrtshpdbx 0
logout


Presenter
Presentation Notes
Getting into the tools and techniques, let’s say you want to be a dark net kingpin and make billions of dollars on the darknet. Step 1, find a product. Let’s sell grilled cheese sandwiches. Silk Road doesn’t exist anymore, but there are about 30 other active markets still going today.
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You envision yourself as the kingpin of a huge crime family, in the model of the god father. Luxury life, fancy cars, stylish clothes, global travel.

From http://www.dhakalawreview.org/wp-content/uploads/2016/09/brando-godfather-e1441810531302.jpg
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The reality is more like these two guys. These real 'War Dogs': David Packouz (left) and Efraim Diveroli at a gun range near Miami. A romanticized version of their story was portrayed in the move War Dogs released in 2016.

Source: http://www.rollingstone.com/politics/news/the-stoner-arms-dealers-20110316
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The next step is to figure out the trafficking routes. Lucky for us, there is no established grilled cheese distribution network, so we get to forge ahead and keep all of our profits. No need for middlemen, unless we want to pick up some side products along the way, like firearms, illicit drugs, human slaves, wildlife parts, etc.

Source: https://mrtylerslessons.files.wordpress.com/2014/04/flow-of-transnational-organized-crime.jpg
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The next challenge is how to get money flowing through our accounts. Luckily, this is a well-paved pathway. Lots of proxy companies around the world, known as “shelf companies” are awaiting a small investment to get started. We can then open bank accounts and start laundering money to our end companies, Grilled Cheese Plc, which we control.

Source: http://www.icfj.org/sites/default/files/OCCRP1.jpg
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As we build out our distribution networks, we’ll need to think about the organization structure. Much like the god father movie, most imagine a clear structure based on the classic Italian mafia.

Source: https://it.wikipedia.org/wiki/Criminalit%C3%A0_organizzata
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The reality however is much different. The hybrid, complex model of control, people, mules, bosses, underbosses, leaders, and such is modeled more after a successful corporation than not. 
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Presenter
Presentation Notes
As we start to grow, we branch into new products, which means expanding the organization and working with more partners. The roles become more limited and defined. The stack or where you fit into the organization is growing and our role may be more limited throughout. Where we interface between organizations is increasingly complex.

Source: https://www.europol.europa.eu/iocta/2014/Images/iOCTA_infographic_3-4_paymentfraud4.jpg


Dﬁsconceptions
-Tor.exe is not dropped, it is injected
-Yes, this is an HTTP bot, not a RAT. It works through a web server, not straight to your computer.
Please understand this:

RAT:

Slave -> Master

HTTP bot:

Slave -> Server -> Master

It's simply a controller that works in place of a web panel. It provide extra security, as a web panel can be scanned for, but a controller can NOT.
-Yes, the GUI isn't the best. Functionality > looks. It'll be cleaned up.

Technical details

s Version: 1.0.0.0
* Coded in C#.
» Dependencies: .NET Framework 2.0

Features:

Download-Execute

Update

Uninstall

Password Recovery

-> Supported browsers: Internet Explorer, Firefox, Chrome, Opera, Safari

A feature I will not name to prevent from moving to the S5T section. They're rather powerful methods.

Price:
- 100 USD. We accept only Bitcoin and Litecein for yours and our safety and privacy.
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Presentation Notes
One of the products we sell is remote administration tools. These are tools which allow complete control over infected computers. Here’s one which relies upon Tor and onions for communications and to host the control panel of all the infected computers.

Source: https://www.deepdotweb.com/wp-content/uploads/2014/05/2b.png


LOUD COI

Dashboard

B Dashboard

8 FPools

¥ Workers

@ About

Last updated on : Tuesday, 24th of April 2012 at 16:52:44

B Recent work submissions

B Recent failed work submissions

Worker | Pool Result Time Worker | Pool Time

user BTCguild | Accepted | 24-04-2012 18:52:43 CEST user BTCguild | 24-04-2012 18:52:13 CEST
user BTCguild | Accepted | 24-04-2012 18:52:43 CEST user BTCguild | 24-04-2012 18:52:12 CEST
user BTCguild | Accepted | 24-04-2012 18:52:43 CEST user BTCquild | 24-04-2012 18:52:12 CEST
user BTCguild | Accepted | 24-04-2012 18:52:43 CEST user BTCguild | 24-04-2012 18:52:08 CEST
user BTCguild | Accepted | 24-04-2012 18:52:42 CEST user BTCguild | 24-04-2012 18:52:04 CEST

F Worker status

Norker

Last work request

Last accepted submission

Shares’

Rejected’

Hashing speed”

Actions

1ser

At 24-04-2012 18:52:43 CEST from BTCguild

At 24-04-2012 18:52:43 CEST to BTCguild

1483

25 (1.69%)

10615.727 MHash/s

ELD
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So we buy some code to create a botnet. Let’s mine bitcoins with it while we’re at it. This is the bitcoin mining control panel of a botnet. Rainbow Dash is the best, so says the author.

Source: Laxdaela Technology, https://www.laxdaela.is/


L)

http:#fcccorckysxxmbavu.onion
CRAWLED ON: OCT 27, 2016, 12:10:03 AM

Body Details

Metadata Details

All Cards

Visa

MasterCard

American Express

55 Numbers

Email Addresses

Source: Owl Cybersecurity

one CC : No.1 Trusted onion site for Cloned Credit Card. $2000/%$5000 balance available

Our URL is Verify it before you order. clonecc(@tutanota.com
Welcome back! Thank you for giving us another chance to pre
promised funds.

All cards are skimmed and cloned. Every card is written by hi
Oday to 90days. Every card is verified for funds and validity b
We ship all of our cards via FedEx Standard Overnight within
Free CC dump of June 2014, \We also sell dump 1&2 tracks. E
First Name : William

Middle Name : K

Last Name : Black

Spouse Name:

Father Name :

Dl N A —— EC Matisrmem Temmle | aems A 0T
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Let’s talk about what else is out there. Here’s a select credit card dump with name and addresses.

Source:  Owl Cyber, http://www.owlcyber.com


O

ne CC : No.1 Trusted onion site for Cloned Credit Card. $2000/%5000 balance available

http:fcccorckysxxmbavu.onion
CHAWLED ON: OCT 27, 2016, 12:10:03 AM

Body Details File Size:
e Https HTTP/1.1 200 OK
Metadata Details ttpStatus: /1.1 200 OK
. Content-type: text/htm
Domain:

All Cards L Date: Thu, 27 Oct 2016 04:10:03 GMT

CL"_LrLk',-'bRHIII::"L.'IJ.C"‘nl:ll

. Transfer-Encoding: chunked

Visa _ .
- bt £ f 2

MasterCard X-Powered-By: PHP/5.5.9-1ubuntu&.5

httpefocccrckyskxmeavu.onion

American Express
5S Numbers

Email Addresses

Source: Owl Cybersecurity
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Here’s the metadata for that server. Take note of the Server: and X-Powered-By: fields.

Source:  Owl Cyber, http://www.owlcyber.com


Interesting Metadata

X-Powered-By: PHP/5.5.9-1ubuntu4.5
Released 2014-10-29

https://launchpad.net/ubuntu/+source/php5/ versus

https://launchpad.net/ubuntu/+source/php5/5.5.9+dfsg-lubuntu4.20

15 CVE's behind current version.

FI<RSIGHT

SECURITY
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Some interesting bits about that server and included apps running inside it.

https://launchpad.net/ubuntu/+source/php5/
https://launchpad.net/ubuntu/+source/php5/5.5.9+dfsg-1ubuntu4.20

% SHODAN Eexeiois lighttpd/1.4.33 Search

AResults found: 2

limit is
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So we know it’s running old Ubuntu and php. How about the webserver?

Source: https://exploits.shodan.io/?q=lighttpd%2F1.4.33


Top Countries

United States 24
Germany 4
Colombia 3
China 3
Ireland 2

Source: https://exploits.shodan.io/?qg=lighttpd%2F1.4.33
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Shodan.io says that combination exists for about 36 servers on the open internet. Just saying.

Source: https://www.shodan.io/search?query=lighttpd%2F1.4.33
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[ ] sdobe Acrobat 9.54 Paper Gapture Plug-in (6)
[ NONE (5)

[ ] Adobe Acrobat 9.55 Paper Capture Plug-in (4)
[| Adobe PDF Library 4.0 (4)

[J Uncle Fester (3)

[ Acrobat Distiller 5.0.5 (Windows) (3)

(] acrobat Distiller 4.0 for Windows (3)

[ GPL Ghostscript 8.60 (2)

[] Dave Klein (1)

[ christopher Tilley, Wayne Bennett (1)

(] Acrobat PDFWriter 3.03 for Windows (1)

() Gregory J Chaitin (1)

[) David Garfinkle & Richard Garfinkle {1}

[ | Adobe Acrobat 7.0 Image Conversion Plug-in (1)
() Myers, Richard L. (1)

Ll sPDF (1)

() John C. Brenner (1)

] hitpdrutorisftorrent™ 14407 (1)

[) Roger Sabin (edt) (1)

() sarah Pink (1)

[ Erowid.org (1)

] Greenberg, Barbara R ; Patterson, Dianne. (1)
[] Adobe PDF Library 9.0 (1)

[ Mitnick, Kevin D.; Simon, William L. {1}

Adele Hall
hitp:#pinkmwiibcnugpom onionfAdele-Hall/page-2_hitml
Fri, 06 May 2016 | 3 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &

Jill-Slater-Pink Meth Archive

Jill Slater

hitpipinkmwiibcnugpom.oniondill-Slater/page-2 .himl

Fri, 06 May 2016 | 3 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &=

Erin-Willms-Pink Meth Archive

Erin Willms

hitpipinkmwiibcnugpom.onion/Erin-Willms/page-2.himl

Fri, 06 May 2016 | 3 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | =

Chantel-Tiner-Pink Meth Archive

Chantel Tiner

hitp:#pinkmwiibcnugpom_onion/Chantel-Tiner/page-2_html

Fri, 06 May 2016 | 3 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &

Jennifer-Blee-Pink Meth Archive

Jennifer Elee

hitp2ipinkmwiibcnugpom.onion/Jennifer-Blee/page-2 himl

Fri, 06 May 2016 |4 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &

Stefanie-Evans-Pink Meth Archive

Stefanie Evans

hitpfpinkmwiibcnugpom.onion/Stefanie-Evans/page-2 . html

Fri, 06 May 2016 | 4 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &=

Jacqui-Barbero-Pink Meth Archive

Jacqui Barbero

hitp:#pinkmwiibcnugpom_oniondJacqui-Barbero/page-2_himi

Fri, 06 May 2016 |4 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &

Cassandra-Fairbanks-Pink Meth Archive

Cassandra Fairbanks

hitp:Mpinkmwiibcnugpom.onion/Cassandra-Fairbanks/page-2 . html

Fri, 06 May 2016 | 3 kbyte | Metadata | Parser | Citations | Pictures | Augmented Browsing | &
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Your customers, your clients, possibly even your information is out there, collated, collected, bought, packaged, and sold.

Source: Laxdaela Technology, https://www.laxdaela.is/


Anonymous wrote on Oct 12, 2016, #0f91ee5990 [ open thread |
I have child porn videos,how to share them with you guys ?

Anonymous wrote on Oct 12, 2016, #587e2febe3

>>0f91ee5990
https://ipfstube.erindachtler.me/

https://qithub.com/micahflee/onionshare
http://storj.iof
http://tribler.or

or you can put the file in zeronet and publish it but file size will be the problem.
or you can try zerotube.

but i dont guaranty it will be secure.so watch out or FBI will sniff you but off.

Anonymous wrote on Oct 12, 2016, #1440cb0f8a

>»587e2febe3
lets hope you arent american.
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Here’s what child abusers suggest each other use.

Source: Laxdaela Technology, https://www.laxdaela.is/
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Presentation Notes
Since 2014, I’ve crawled over 114,000 onion, i2p, and zeronet sites. Here’s the structure of one of the I2P sites. What’s interesting is what links to what, although the picture is pretty.

Source: Laxdaela Technology, https://www.laxdaela.is/
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Presentation Notes
Here’s what one onion site looked like in February 2016. It links to/from other onion sites and Clearnet sites.

Source: Laxdaela Technology, https://www.laxdaela.is/
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Presenter
Presentation Notes
Here’s the same site in July 2016, five months later. More links, more connections to/from the Clearnet.

Source: Laxdaela Technology, https://www.laxdaela.is/




Presenter
Presentation Notes
Here’s a minimum spanning tree undirected graph of dark net sites on tor, i2p, and zeronet. This represents a universe of around 50,000 sites. The site names have been removed for clarity. Around 761 million edges, 21 million pages crawled, and 50,000 unique “top level domains” like .onion, .i2p, and .bit.

Source: Laxdaela Technology, https://www.laxdaela.is/




Presenter
Presentation Notes
This is the inner cluster of the previous graph, showing how many sites cluster around one another, and cross link between one another.

Source: Laxdaela Technology, https://www.laxdaela.is/



Summary

® Need to be aware of both darknets
® Old darknet is still very active and as dangerous as ever

® New darknet is tiny and the source of many emerging dangers

FI<RSIGHT

SECURITY == RSAConference2017




Any Questions?
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Thank you!
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