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Cryptography in a post-Snowden era
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How important is it to protect your online presence? (graphic: Information Age)

In the wake of Edward Snowden'’s release of classified documents concerning US National

1of6 07/01/2014 08:05 AM



Al-Tahrir News Network | Cryptography in a post-Snowden era - Al...

20f6

Security Agency’s (NSA) espionage programmes, cryptography has witnessed a massive
upsurge in interest from the average web surfer.

Did you know that you can track the geographic location of practically every email you receive? Go
into the last personal email you received, click the button “show all information”, copy the IP address,
and paste it into an IP tracker. There you go, now you know exactly where your friend, family member,
or client sent that email. Now think of who has access to your email and how that information could be
used.

In the wake of Snowden'’s release of classified documents concerning the NSA's espionage program,
which revealed to the public its strategies to intercept data and store them, everything from Angela
Merkel's emails to Afghanis’ phone calls, cryptography, or the study, development, and
implementation of secret codes to hide information from third-parties, has never been as important as
itis now.

Undermining Security for Security’s Sake

For all that could be said concerning the NSA's ability to access and store private data, nothing is
more alarming than its collaborative efforts in implementing security protocols for the internet. One of
the most notable cases concerning their involvement in undermining security protocols and
cryptographic norms goes back to a leaked NSA report provided by Snowden in 2013.

“Recent news reports about leaked classified documents have caused concern from the cryptographic
community about the security of NIST [National Institute of Standards and Technologies]
cryptographic standards and guidelines,” wrote chief of the Computer Security Division at the NIST,
Donna Dodson, following the release of a report which spelled out the NSA's policy of implementing
backdoor access within the US institute’s crypto algorithms.

The NIST is known for developing crypto algorithms used to encrypt private data (specifically,
passwords, bank account information, etc.) on websites.

The issue with the NSA becoming “the sole editor” of the crypto algorithm developed by the NIST is
that they were able to implement certain backdoors which would circumvent the security measures
put in place, as Snowden’s leaks suggest. Though shortly after the reports surfaced, the NIST asked
users of its crypto algorithms to discontinue use in fear that they had been compromised, it
nonetheless puts into the question the relationship between institutions such as the NIST, who are
responsible for developing cryptographic norms, in partnering with the NSA to create the next
generation of widely used encryption protocols.

Itis no longer current news that Google, Microsoft, Yahoo, and Facebook have willingly offered the
NSA their users’ data, though most of the companies have escaped with minimum backlash after
citing legal procedures when referencing the instances. One of the most important revelations to be
divulged from their relationship regards PRISM, the NSA codename for a clandestine mass
electronic-surveillance-data-mining programme, to which the aforementioned companies had
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The need for better and more accessible cryptographic technologies is not solely due to the NSA's
practices. The fact that precedents are currently being made with regards to how governments may
use laws to access user data outside of their jurisdiction suggests that the need for accessible
cryptographic technologies is paramount. A pertinent example is that of Microsoft's appeal against a
Federal search warrant to seize emails stored outside the US, namely Ireland.
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Microsoft appealed the Federal court ordered search warrant that would force them to provide emails
stored on servers in Ireland to the court. Microsoft's corporate vice president and deputy general
counsel David Howard wrote in a blog post on the tech giant’s website, “The US government doesn’t
have the power to search a home in another country, nor should it have the power to search the
content of email stored overseas.”
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“The US has entered into many bilateral agreements establishing specific procedures for obtaining H23-L23
evidence in another country. We think the same rules should apply in the online world, but the
government disagrees,” Howard added. 32c 31c 31c 30c 33c
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Despite Microsoft's attempts to appeal the search warrant for electronic information, US magistrate

Judge James Francis noted in a court document, “Even when applied to information that is stored in
servers abroad, an SCA [Stored Communications Act] warrant does not violate the presumption
against extraterritorial application of American law.”

Though Microsoft is still appealing the Federal court search warrant issued by Francis, it also shows
how persistent US institutions are at retrieving data outside their territorial boundaries. Even more so
alarming is that national borders are no longer being considered when the US seeks out data, as we
have witnessed with the leaked classified documents concerning the NSA's espionage programme.
The implications of such seemingly legal processes are frightening as we continue to witness more
users accessing and storing data online. The US court case concerning Microsoft serves as an
example of how information stored outside the country could also be accessed even without the help
of the NSA.

But as governments continue to grow more so bold in their attempts to access private data even at
the cost of breaking the laws they have put in place, one thing is for sure: Cryptography is entering a
new age.

Protecting Who You Were, Are, Will Be

One of the most unnerving ambitions of an ordinary web surfer is trying to understand the tools that

are available to secure online privacy and create some form of anonymity on the internet. Maybe

anonymity is not the end goal but, instead, a form of security in knowing that one’s private information

(i.e. chats, emails, browsing history, etc.) will not be compromised or even snooped on by third

parties. Though there are many options for all varying degrees of expertise, there are also many

30f6 07/01/2014 08:05 AM



Al-Tahrir News Network | Cryptography in a post-Snowden era - Al...

4 0of 6

easy-to-use tools for the ordinary web surfer, most notably developed by the free and open source
software group Tor Project.

The Tor Project has developed many of their products with the average internet user in mind. Though

not 100% fool-proof (nothing is when it comes to the internet), the project offers some of the most

nuanced and accessible technology for serving the privacy needs of a wide-array of web surfers at no
cost. Here are a few questions Tor Project’s Executive Director Andrew Lewman answered for us at
TNN.

In the wake of Snowden’s release of classified documents exposing the NSA'’s tactics
at undermining people’s privacy globally, do you see the future of online privacy as
being much more exposed or potentially more secure?

Lewman: The Internet has never been anonymous or private. There are technologies to
improve the economics of privacy and lower risks for users, such as encryption, tor, and
other privacy enhancing technologies. The general public is now becoming aware of this
fact. The fix is likely a mix of policy, technology, and consumer economics. | can't predict the
future, but | think once knowledge is gained, many will make their own choices, some will
want more privacy, some assume they never had any and continue on apace, others are
dropping out and not using the Internet.

In your opinion, how important is it for web surfers to protect their online presence?

Lewman: This is a question of risk and threat modeling. For many Tor users, they trust
Google, Facebook, Twitter, Microsoft, etc, but not all of the 3" party advertising networks
and people and devices between them and their destination. For others, taking a minority
opinion can be life threatening, and they need to take more precautions. It's all a matter of
learning enough facts and helping people think through their concerns and threats and then
helping them choose which technology may work best to protect them. In general, we hope
that the answer is Tor.

How easy are Tor Project’s tools to use for ordinary web surfers? Do they require a
certain level of knowledge?

Lewman: We design our products for the average user. We try to educate them on modeling
their privacy and anonymity so they can maintain it. However, it's up to the user to
understand the nuances and implications of their online behaviours when using Tor. For
example, on the download page, we have a warning message to try to catch the users
attention, http://torproject.is/download/download-easy.html.en#warning

What does the future look like for Tor Project?

Lewman: We're working on tools and technologies to keep Internet freedom and privacy
alive. Generally, improving censorship circumvention, strengthening our privacy technology,
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and doing all of this in an easy to use product is our future.
If you could give one piece of advice to future generations, what would it be?

Lewman: The Internet is your ‘permanent record’, act accordingly.

While the Tor Project is not the only facilitator of anonymity in the web, they do provide some of the
most easily accessible technology for securing your online presence and private data. An honourable
mention goes to Google’s upcoming End-to-End extension for Chrome which would allow Gmail users
to encrypt their email given that the receiver also has the extension installed.

Why it matters

While some have suggested that we are gradually moving into an era wherein all data will be publicly
accessible, others are drastically concerned with protecting their private information. Though there are
still leaps to made within the domain of cryptography and usability, many tools exist to assist online
users in encrypting their information, from web browsers to email services to more advanced
operating systems.

But there is still a question that has been left unanswered. If governments are able to spy on our
private communications and tap into our private data, why are we, as web surfers, not able to tap into
theirs? Of course, the logic goes that they have information that should not be accessed and typically
follows a discussion regarding national security or some other sycophantic argument of the sort. At
the very least, implementing basic security practices to protect your private data is the first step to
eventually resolving this question and promoting a more secure internet.

For more information concerning online data rights and privacy, check out the Electronic Frontier
Foundation, an organisation that specialises in protecting digital rights.
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