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[chinaprobing.jpg)In the cat-and-mouse game between Chinese
censors and Internet users, the government seems to be testing a
new mousetrap-one that may be designed to detect and block
tunnels through its Great Firewall even when the data in those
tunnels is aimed at a little-known computer and obscured by
encryption.

In recent months, administrators of
services with encrypted connections Farm Ranches
designed to allow users secure remote P <
access say they’ve seen strange activity 18 5
coming from China: When a user from
within the country attempts to reach a
server abroad, a string of seemingly
random data hits the destination computer

before he or she can connect, sometimes o Peele ) View Detals
followed by that user’s communication .
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snooping government like indecipherably scrambled web traffic.
The Chinese government after all, wouldn’t be likely to block all
encrypted connections, such as corporate VPNs, Lewman points
out. “If Foxconn were disconnected from Apple, that would be big
problem,” he says.

In the mean time, only a small fraction of Tor’s Chinese users are
experiencing the issue, implying that it may be just a subset of
Chinese broadband providers experimenting with the new tool,
says Lewman.

China’s sniffing around encrypted traffic isn’t limited to the
United States. Leif Nixon, an IT security administrator at the
National Supercomputer Centre of Sweden at Linkoping
University, says he independently spotted the phenomenon
hitting his servers a full year ago, when Chinese students or
researchers tried to log on to the Centre’s systems through SSH
connections, and wrote a blog post about his findings earlier this
CONFERENCESpNpiMARH http://www.nsc.liu.se/~nixon/sshprobes.html). “I don’t
know what the probes are supposed to accomplish,” he wrote at
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BUSJNESS ( WF RBES. COM/BI%
2 1g)romes or Tor

INVESTING HTT rt%/\lfl\}V\s/\feFrVI(]:SeSS 1COdl\2/?I§In ; a e ?ECHNOL%G TTP://WWW.FORBES.COM/TECHNOLOGY/)
( Té S, andoﬁlEt precise lgmg ﬁ}lntm ma (6] exﬁen81

ENTREPRENE%E%@J&?%&VW&&%%%Wﬁé\ﬁé‘@ﬁ’ BB“}E‘é%ﬁGd sﬂﬁi‘FzPr@J“fﬁé’%Yﬁ"d@’ FORBES.COM/OPINIONS/)
LEADERSHIP (H72i/ AW SR E% 0N FARFRSEHE G wn L EREY S GEB{Y Y EQEBES COM/LIFESTYLE)
LISTS (HTTP:/\(NWFRRBEE£OM/LISTS/)

[\
o d . 4

“It also matches the known repulsive censorship the Ch1nese
Share . Next

overnment ect its citizens t .1 stro e Post
Conferencey; probing ﬁ 1s(l)_(gms that togr&g Eg, governm Fy bes s >
(http //Ww%fgé‘}%%§f§%be§80hool of Forbes Wine Club ‘

Business at Ashford (https://www.forbeswineclu
/conferences/) University P

Forbes ReinventfriA Aonilléler secumﬁy WBQ&I‘r(ﬂ&dﬁ SU'ngtft‘%? w@ﬁ%ﬁﬁ)[’%ﬁcom/
Summit .S., who asld%@‘i%%f‘%’&“ﬁe named, says he saw similar

usiness

(http://WWW-forb%C%‘g many as 219% f cas Wherem&@m&am&@%fmmrﬁ?hl B

/conferences nmng

/2014/Reinventing\¥@riguitially thw at. M%@acaﬁtdeB%/hOW it looks morega
2014.html) a probe to see if this is somethlngg‘ //‘f?)vféﬁ trEvsEetisor,”

esreprlnts magr

Forbes Asia’s Pows B1Be¥. “I'VRIgeveloseeRsanything qulte like it, mys

ﬁmwmwmwmmmm@%@bm

(http://www.forbesasiaconferences.
/forbeswomenfor&inges the cla

/home) the founding Erﬁ@hﬁmés)lcomm%msbxcr@g;me and the Coﬁmtl}rybsweﬁcybes com/forbes-life-magazine)
s SUHNE censorghiABA ews@ht@%gﬁhle@’wmﬁ“ﬁ%eﬁ’é@ﬁ& 2

/conferences ~ for censorshi @Eb@mﬂﬁz@ﬁ@ﬁﬁ@ﬁotoolsf}?tt%@%ﬁ“lﬁw forggh 5}7 h.
/2014/forbeswomgiiayiously foc 1886 0w’ D10k hg servicesbases on thei

2014.html) e01 Sltuatlon “
Forbes 400 Phllaﬁatqg £sses, anS ss"game of “whagksaanele” as new

Summit a1m1ng to hel?@rdumn@dlh@@ou@%?ﬁﬂ%ﬂﬁ@%@f@@éﬁ

ewsletters{sss
;htt‘}”WWWf"rbeJ.‘“‘E“ﬁIddresses COLLTAAH S Appear around the world, say
conterences Forbes D1v1dend

/2014/400-2014. Andrew Lewmgll ., (http://www.forbes.com

Forbes Healthcare Summit (http: //www.newsletters.forbe@.‘&fﬁpnta(:t-html)
30of 8 01/22/2014 08:32 PM

(http://www.forbes.com

Tforbesglobal/)

Forbes (http://www.forbes.com/forbes) |
Farhacel ifa (httn./lwmarmar farhoae ram ifarhae. |



China's Great Firewall Tests Mysterious Scans O... http://www.forbes.com/sites/andygreenberg/2011...

In 2009, Iran similarly began trying to
distinguish connections to Tor bridge nodes Farm Ranches
from other encrypted traffic and block the A< 7 <
service, Lewman says. Tor responded by 8
finding ways to change its behavior to i
better fit in with other services online, such ; : s'm\
as adjusting how often it changed the SSL y y

certificate that identifies the service to

users. Telluride, CO ~ »View Details

Lewman says he doubts China could " DISCOVER PROPERTIES Sotheby’s
implement a similar system across the

entire country, with its hundreds of millions

of Web users. Nevertheless, Tor’s staff hopes to stay a step ahead

of China’s censors. “We’re working on figuring it out,” says

Lewman. “It’s quite a curiosity.”

CONFERENCES Mﬁo
* Malware Removal Tools = Ethical Hacking Training
BUBssAGEvirrr Prograyw, FORBE S. Cloiauaeu Sty Spite

DECHD
TS

INVESTING (HTTP://AAm&ih BQlEE9RE INVESTIN G Airus Peategiom 0GY (HTTP://WWW.FORBES.COM/TECHNOLOGY/)
ENTREPRENEURS (HTTP://WWW.FORBES.COM/ENTREPRENEURS/) OP/ED (HTTP://WWW.FORBES.COM/OPINIONS/)
LEADERSHIP (HTTP://WWW.FORBES.COM/LEADERSHIP/) LIFESTYLE (HTTP://WWW.FORBES.COM/LIFESTYLE/)

1 comments, 1 called-out Comment Now Follow Comments

LISTS (HTTP://WWW.FORBES.COM/LISTS/)

[\
A Print (http://www.forbes.com/sites/andygreenberg/2011/11/17/chinas-great-firewall-tests-mysterious-scans-on-encrypted- h 4
Share Report Corrections Reprints & Permissions (http://forbesreprints.magreprints.Con; mmmmm Next
Conferences Education Products Post
(http://www.forbes.comrbes school of Forbes Wine Club
Business at Ashford https://www.forbeswineclu http://www.forbes.com
/conferences/) Univessity (http - (http://

Forbes Identity Protection
(httos: Y e RIHGRIS SO
RO €

Forbes Reinventiﬁmnqérouﬁﬁ%@me;gord.edu

Summit .
(http://www.forb om /busmess.htm/)‘ =

/conferences
/2014/Reinventin
2014.html)

Forbes Asia’s Po
Women

(?ttg=//WWW~f°§b%%§Bg:i£§?rr§é’cces~‘(‘l&ﬁt\pw//www.H@W&A@W§ §om/) What
/ hor esSwomeniorgy, efuse to Refinance Your Selling for Under treet Has Says 4 TS
/home) Sell This Proven  Fbidee Befestdt's $40 Advertise Kept Quiet for 46 (httiny¢atingv.forbes.com/forbes-life-magazine)

Forbes Women'’s 5&fdyidnvestment (KWPL#WW-HGWSIGttéh@Mﬁ%W wwFFBesmedia.co
(http://www.forbe’é"fé’o"rﬁm"“’"F““"‘ﬂ’ [Stoterds~PEArI S ~om/articla ﬂ"%ms@&mw

/conferences /pd/ThemelD.36033000 Forbes Press Room
/2014/forbeswomen- /productID.36116100) fhttp://éw‘gw.foi?es.com
sites/forbespr, .
2014.html) Special Situation 1Y (http://www.forbes.com
Forbes 400 Philanthropy Survey Forbes Careers .
Summit (https://www.specialsituationé/@lt@gié//wwz~apply210bs~c
;httpf:/ fwww.forbes Andy *SSIARHETY St p ://www.forji%s o o)m/ sites/andygreer '/ 558 Staff
conferences 4l - Contact Us /forbesglobal/)
/2014/400-2014.ht Coveﬁ’ﬁ?:%?lwg% of data secyiiy, QNG Ed-BES ygsker cu Brs.
Forbes Healthcare 1t; (http: Jlwww.newsletters.forbeddg/gpntact.html) Eorﬁesfl;ttp{);//wm;yv.forbfs.}(fom/forlifs)h | |
- B - - I . A TTA nrhacT ifa ttn. /s forhae com ifarhoco

40f8 01/22/2014 08:32 PM



China's Great Firewall Tests Mysterious Scans O... http://www.forbes.com/sites/andygreenberg/2011...

SECURITY (/SECURITY) 1/22/2014 @ 9:37AM | 1,170 views

3D-Printed Gun Creator
Cody Wilson Lands Quarter
Million Dollar Book Deal

Comment Now

¢

When Cody Wilson published the blueprint for the first fully
3D-printable gun on the web last spring, the controversy around
that digital weapon led to its being downloaded 100,000 times in
two days. Now Simon & Schuster is hoping the same sort of buzz
can sell books.

CONFERENCES AND MORE
Wilson, who leads the 3D-printed gun group Defense Distributed,

signed a quarter-million dollar deal with Simon & Schuster’s
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Internet (http://www.forbes.com/sites/andygreenberg/2013/05
[09/state-department-demands-takedown-of-3d-printable-gun-for-
possible-export-control-violation/), citing potential violations of
weapons export restrictions-a legal debate that has yet to be
settled.

More recently, Wilson has focused instead on Bitcoin
(http://www.forbes.com/ebooks/secret-money-living-on-bitcoin/),
working with a group of anarchist developers known as
UnSystem to build a piece of software for the anonymous
spending and receiving of bitcoins called Dark Wallet
(http://www. forbes com/51tes/andvqreenbera/201 3/10

But Wilson, who was until recently a law student at the
University of Texas, expects that he may soon be embroiled in a
legal battle with the government over his firearm 3D-printing
project.

CONFERENCES'AD Me@Et now if I'm in prison I'll have something to do,” Wilson
says, mostlyjoking But he adds, more seriously, that he may
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